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Centre for Critical Infrastructure Protection 
Threat Information Product (TIP) 

 

Out-Of-Band Microsoft Update  
ASP.NET Vulnerability 

 
Serial Number: CCIP-TIP_UA6A100928-01 

Date: Tuesday 28th September 2010 
 

 
This information must be handled in accordance with the above Traffic Light Protocol (TLP)

1
 handling caveat. 

 
Summary: 
Microsoft has scheduled the release of an out-of-band security bulletin for 
Wednesday, 29th September 2010 (local Time).  According to Microsoft, 
the bulletin will address this security vulnerability in all supported editions 
of Microsoft Windows.  

 
Degree of Credibility: 
Highly Credible 
 

 
 

Vulnerability confirmed by Vendor. 

Impact Criticality: 
Critical 
 
 

 
Could allow information disclosure. Further 
information here. 

Level of Verification: 
Confirmed 

 
Confirmed by Vendor and attacks reported. 

 
Availability of Exploit: 
Confirmed 
 

 
 
Proof of concept code published and widely 
available. 

 
 
 
 

                                                 
1
 For a definition of the TLP please contact CCIP or see the following link: 

http://www.ccip.govt.nz/incidents/tlp.html 
 

http://www.microsoft.com/technet/security/bulletin/ms10-sep.mspx
http://www.microsoft.com/technet/security/advisory/2416728.mspx
http://www.ccip.govt.nz/incidents/tlp.html
http://www.ccip.govt.nz/incidents/tlp.html
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Solution: 
As with all security updates, CCIP recommends that organizations review, test 
and apply this update as soon as possible after its release. 
 
Discussion: 
CCIP would welcome any feed back or comments on this alert.  If you should 
be targeted by such an attack please report it to CCIP.  As and when CCIP 
becomes aware of any further relevant information we will update this alert. 
 
Links: 
http://www.microsoft.com/technet/security/bulletin/ms10-sep.mspx 

http://www.microsoft.com/technet/security/advisory/2416728.mspx 

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3332  

http://www.microsoft.com/technet/security/bulletin/ms10-sep.mspx
http://www.microsoft.com/technet/security/advisory/2416728.mspx
http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-3332

