Sec. of State. Fox:
Well thank you very much.  I'd like to begin by thanking my friend and colleague James Arbuthnot for inviting me to address you at the end of this first annual world summit on infrastructure security.  I'd also like to thank the Electrical Infrastructure Council and the Henry Jackson Society as our hosts.  And I hope that this inaugural event has been successful in bringing together the experts with those responsible for taking work forward, and in particular reinforcing the need for countries to work together to protect against threats to our citizens, and our way of life.


But before I carry on with my remarks on this subject, I would like to touch on what is today's big defense story in the U.K., and that is the transfer in Sangin to the U.S. Marine Corp.  For slightly more than four years, British forces have gallantly and tenaciously fought for a better life for the locals and increased security in Sangin.  Today, bazaars and shops are open that a couple of years ago were closed, and economic activity moves back to normal.  And the handover to our coalition partners makes operational and tactical sense.  And I'm immensely proud of all the brave service personnel who have served in Sangin since 2006, and I pay homage to those who have made the ultimate sacrifice there.  This handover will create a proper forced entity ratio for counterinsurgency operations in Britain's area of responsibility and will better prepare us for the difficult months we will face in Helmand Province.  


Returning to today's summit theme, as the United Kingdom Secretary of State for Defense, I'm determined that we reinvigorate our response across the board when looking at the digital vulnerabilities of our society, and indeed of the armed forces which exist to keep us safe.  


Our way of life is becoming increasingly reliant upon interdependent electronic networks from the mobile phone to the Internet to global satellite communications to universal navigation and timing signals from the GPS consolation.  This digital age has changed the way we do business, the way we communicate, and the way we manage our everyday lives, not only in the civilian arena but also in the military.  It has revolutionized the provision of public services, not only the safe and uninterrupted provision of essential utilities such as energy and water, but we're also increasingly reliant on these networks for our banking, the provision of benefits and pensions, for paying bills and the like.  


The digital age has also enhanced the effectiveness of our military operations, providing up-to-date intelligence, secure communications networks, accurate navigation, and the ability to synchronize and deliver precise effects at a time and place of our choosing.  But, as the nature of our technology becomes more complex, so the threat becomes more widespread.


While we all benefit from the products of scientific advances, so we also create vulnerabilities that can be exploited by those who wish to do us harm.  However advanced we become, the chain of our security is only as strong as its weakest link.  That's why we have to do all we can to properly understand the risks to the things we take for granted, the consequences of failing to take those risks seriously, and ensure that we invest appropriately to help reduce those risks. 


Let me give you a very simple and related example that the public may understand easily. This spring, the eruption of a volcano in Iceland spread an ash cloud that led to the grounding of commercial aircraft across Europe for a sustained period.  Millions of people struggled to get back home as the rest of the transport infrastructure strained to take up the slack.  It caused considerable personal misery and financial consequences to many, including my wife who was left shopping for 10 extra days in Hong Kong, and it came at the significant cost to the insurance and aviation companies and left many other businesses affected.  All from the inability of planes to fly for a week or so.


Imagine then the consequences of a sustained failure of our electricity grid or electronic networks.  We've all experienced a rare localized blackout.  I can remember during the miner strike in the 1970's huddling around candles with the families, eagerly awaiting the lights going back on and hoping that they wouldn't so I wouldn't have to do my homework.  


But what if that blackout was country wide and sustained?  Where fridges, phones, computers, water networks, transport systems were all brought to a halt?  Think about the ramifications such an instant could have on our nations' defenses, especially when collective defense inside NATO means that we are dependent on others, at least to a certain degree.  


The potential consequences could be catastrophic.  Ensuring that we are resilient in the face of such circumstances is therefore of paramount importance and vital to our national security.  And ensuring the resilience of the electronic systems used by our armed forced at home, and abroad, is a national security issue too.  


So how might such circumstances arise of sustained failure and what are we doing to protect our systems?  It's long been known but not widely known that an electromagnetic pulse can damage unprotected electronic networks and make a regeneration difficult and lengthy.  I think it's far better understood in the United States than it is here in the United Kingdom.


Of course similar effects can be produced by natural phenomena such as solar flares or what's become known generically as space weather.  Or they can be produced by human intervention, such as a nuclear detonation in the upper atmosphere.  Looking wider, we also know that our national infrastructure needs to be resilient to such things as terrorist attack or an attack from an enemy determined to disrupt our society at large, including attacks on our power grids, or our wider economic abilities.


This is all, I think particularly in the U.K., an aspect of nuclear proliferation that goes largely ignored and undebated.  If a country acquires nuclear weapons, with the aim of stopping our very way of life, then a large nuclear detonation miles above a predetermined geographical area could have a far greater effect on that way of life than a more traditional targeted nuclear explosion in the way that most of our public would understand. 


The character of warfare is changing. The threat from EMP type devices must be viewed as part of the asymmetry and hybridity of future warfare.  But, there are also other areas I would like to discuss where our technology could hinder us as well as help us.


While the risk to territorial integrity in the Euro-Atlantic area is lower than for decades, we are likely to face the growth of asymmetric warfare where our enemies, unable or unwilling to match our military capability head on, will look to attack us in different ways, and to deny us access to our own capabilities and nullify our technological edge.  


For instance, the potential for a first act of war to take place in cyberspace is growing considerably and will continue to grow.  The United Kingdom is currently undertaking our first strategic defense and security review in over a decade.  Now the strength of this position is that a cross-governmental defense and security review runs through the National Security Council, which was set up by the new government, and this is in recognition of how issues like foreign relations, international development, homeland security, energy security, and the structure of our armed forces themselves area all interlinked and required joined-up thinking if we're to protect our own citizens at home and to contribute to global security abroad. 


For defense itself, this process will not be easy.  In the difficult fiscal conditions in which we find ourselves, and with the legacy of the mismanagement of the defense equipment program inherited from the outgoing government, some tough choices are needed, not least in our approach to upgrading and standardizing the myriad of information technology systems in the Ministry of Defense itself.  


The approach we are taking recognizes the changing character of warfare, recognizes the evolving strategic environment, and recognizes the need to invest in programs more suited to the future we are likely to face.  This presents us not only with a research and development challenge, but a presentational challenge too because we will be investing in capabilities that will not be as obvious to our public as say a tank regiment, or a fleet of ships, or a squadron of jets.  It will be difficult to demonstrate cyber capabilities at the Royal Tournament or at the Edinburgh Tattoo.  Any of you who could think of ways, answer us on a postcard.  



But in terms of the risk of a malicious EMP attack against our armed forces, we obviously judge this to be low.  It would require a combination of nuclear and missile capabilities that's restricted at present to only a few states.  Nor do we judge that the intent to conduct an EMP attack currently exists, but that does not mean that we should be unprepared either now or in the future for further nuclear and missile proliferation, or the development of credible EMP threat.


As I have said, with reliance for instance on technology comes vulnerability and vulnerability can invite attack.  Our wider reliance on digital technologies will not have gone unnoticed among those who might mean us harm in future.  We will need to ensure that these same technological innovations that provide us with advantages do not simultaneously become our Achilles heel.


For obvious reasons, I have no intention of discussing the specifics of our defenses or our protective measures there but I can say that in the design stage for military equipment, such considerations are always present, as are robust contingencies for unprotected capabilities, and I can also say that these technologies cannot be developed over night.  So while the threat may be low now, while we many not assess that there is a capability or an intent already there, we cannot gamble on that and we must prepare for what tomorrow may bring.  


Let me turn now to the potential threats from natural phenomena and explain how these can also have an impact on our nation's defense.  NASA's recent study of space weather has informed our growing understanding of the potential catastrophic consequences that can be caused by severe solar flares.  These are thankfully rare, but history has attributed a number of infrastructure disruptions coinciding with peaks in the solar cycle.


Perhaps most at risk is the cross-cutting space sector.  Much of our critical national infrastructure depends on data and services delivered from or through satellites whose sensitive electronics are vulnerable to some of the radiation emitted by the Sun.  Satellite operators recognize the effects of space weather and the aviation industry has long been aware of the risk of exposing passengers to harmful levels of radiation at high altitudes during severe solar events.  However, effects on terrestrial infrastructure may be less obvious to service providers, such as the disruption to power networks, transport, telephone lines, and essential services to our homes, businesses, and government offices.  


The hazards posed to our critical national infrastructure are reflected in recent work by the cabinet office. Work has been underway there to assess the risk of severe space weather for the national risk assessment against which business continuity plans are developed.  


The government has organized a severe space weather workshop which is actually being held tomorrow.  Importantly we are bringing together industry, academics, government, and regulators in a collaborative approach to build collective resilience.  This is as much about telecoms, energy, and transport companies sharing experience and expertise with each other as it is about action from the center. 


Only this way will we identify common risks and dependencies to build upon the work already underway.  And while extraordinary events like solar flares are not nor can ever be manmade, they still pose a national security threat due to our reliance of technology, in our armed forces, and national security structure.  



We must only assume that an adversary could use such an event as the ultimate strategic enabler if such an incident were to occur during a period of heightened tension or crisis.  What is clear is that such solar activity will not discriminate by nationality or respect borders. 


The global financial crisis was a stark reminder of the degree to which our prosperity and security is not inextricably bound up with that others.  We will therefore need to work internationally to develop our understanding of the problem and work together to address the potential consequences. This should include monitoring, and forecasting of disruptive solar activity all the way through to mitigation strategies and resilience in shared systems. 


We will need to draw on collective knowledge and harness the expertise across government departments, industry, and academia.  The United Kingdom Space Agency will likely have a major role to play and the Met Office has just agreed to work with the U.S. Oceanic and Atmospheric Administration to improve the understanding, prediction and potential mitigation of the effects of space weather events.  


In these times of financial austerity, we will need to take a balanced approach to the risks and pooling resources from across Europe and with other international partners represented here is likely to provide the greatest and the most sensible return on investment.  Ladies and gentlemen, in today's uncertain, unstable, and unpredictable world, our understanding of these emerging security challenges can often be better addressed through international collaboration which recognizes the political, economic, and commercial links between our nations.



The United Kingdom stands ready to play its part and I hope that the links forged at today's summit lead to both shared understanding and shared strategies.  In this way we can continue to assure the continuity of our essential services, upon which our way of life depends now and into the future, but perhaps upon which our publics have become too dependent, and perhaps too little understanding in the risks that we collectively face.  Thank you.  

Mr. Arbuthnot:
Secretary of State, today has been rather a discouraging day in many respects.  We've been told that we face vulnerabilities for which we are totally unprepared, but I have to say that that speech you have just given gave a considerable degree of encouragement, at least to me, about the understanding that the government has of the issues and it's preparedness to act.  So I think we should say to you, Secretary of State, thank you enormously for taking this issue as seriously as you clearly do.  Thank you.  


The Secretary of State said that he's able to take some questions.  I know he has to be away - not answer them but take them so if anyone would like to ask a question or two then you'll only get one.  Who would like to begin?  Yes, gentleman there. 

Audience:
… Joseph and … op-ed piece for the New York Times on this very subject.  And my question for Secretary Fox is are you sure that nuclear weapons attacks are required for EMP military attacks? My understanding is that there are other technologies much less exclusive and vulnerable to detection that can do the same thing. 

Sec. of State Fox:
Yes I'm sure that that is right but I think in terms of the public understanding of potential threat it's perhaps the easiest example to give.  I must say that - and I've got a range of colleagues from across parties here with me but I do think it's fair to say that in the United States this whole subject area has been very much more debated in public and in the political arena than it has in the United Kingdom.  One of the reasons that I'm so delighted that this gathering is taking place today is that I think that it is a subject that we need to give a good deal more attention to.  Not least because we are in an era where there are those who seem to believe that conflicts can be, that we can choose to enter or not enter certain conflicts.  And also because we live in a world where proliferation is becoming more, not less, the case.  

And when we are discussing North Korea or Iran for example, people need to understand that there are other risks than just what they would consider the sort of nuclear strike they saw in Nagasaki or Hiroshima.  The range of risks out there are manifold and I think that we need to be making them extremely apparent to the public because if the public are going to be willing to see investment in the areas we require for our national protection, they need first to understand the risks, and this idea that the public would rather not hear about them is exactly the wrong standing point. 


When I wrote a pamphlet on nuclear terrorism, I actually offered it as an exclusive to one of our newspapers, and the response of the editor was "I couldn't possibly print that.  Our readers would be terrified," which was of course exactly the point.  

Mr. Arbuthnot:
Next question please….  Julian Lewis

Mr. Lewis:
Secretary of State, one of the encouraging things we heard today was that as far as America is concerned, there are approximately 5,000 principle transformers which if they could be protected would constitute a mitigation of the vast majority of the overall threat to that country's infrastructure and super structure.  Do you know if any studies have been commissioned as to how many such installations would need to be protected in the United Kingdom, because one would assume from those relatively modest figures that pro-rata we could remediate a lot of the threat to our own country at not very much financial investment. 

Sec. State Fox:
Well, I spend I have to say my every waking hour at the present time working out what is the best way to mitigate risk per unit of finance available from the treasury.  And I imagine that's been the case for every Defense Secretary in recent years.  


There is no doubt that one of the advantages that we have with the new National Security Council is that an area like this which would otherwise be pigeonholed in our governmental structure can be examined across the board.  And it's very clearly that it doesn't just lie within the Energy Department or the Defense Department.  It actually affects our economic interests and needs to be considered in the wider grouping.


It is one of the issues that I have suggested that the NSC looks at in detail.  I don't think there has been sufficient work done in the U.K.  I don't think that we are at the level of debate in terms of public policy that exists in the United States and I think it's an area where we do need to make some progress.  It is one of the issues that I'll be discussing tomorrow the Secretary Gates in Washington.  

Mr. Arbuthnot:
Gentlemen right at the back and it looks like this would have to be the final question. 

Audience:
Tim Shipman from the Daily Mail.  Secretary of State, do you agree with Paddy Ashdown that it is unthinkable to now have a like-for like replacement of the Trident Nuclear System and are you concerned that any delay in a decision is likely to leave us with - 

Mr. Arbuthnot:
This is an Electric Infrastructure conference and I quite like -

Audience:
… but we were promised a press conference and we're not apparently getting one. 

Mr. Arbuthnot:
You will get a press conference about electric infrastructure threats.  

Sec. State Fox:
But on that particular question, first of all the decisions taken by the previous government which we fully supported were not about introducing a like for like because the replacement to the current Trident System had a far lower number of warheads.  It was not only within the letter but the spirit of NPT.  That's one of the reasons I think it commanded such strong cross party support.  


And you know there was a reason why the last government decided that the replacement for the Trident nuclear deterrent was the best choice and I can bet my bottom dollar it wasn't because they thought it was the most expensive way, or literally controversial way of doing it.  And I think that as a country, the first thing we need to see is do we require a nuclear deterrent, is the threat out there sufficient for us to be willing to invest in that?  I think yes it is.  


And I think we've no idea what the world will look like in 2050, any more than at the end of the Cold War we would've been able to predict that we'd be in Iraq and Afghanistan to the extent that we have.  And governments do not play fast and loose with future national security, and that's one of the reasons why there has been such a strong cross party consensus that the nuclear deterrent to the United Kingdom should continue, and the specific system that was chosen was I think done after a great deal of detailed work in the Ministry of Defense and across government.  


And it's a suitably consensual note for me to end on, but I think that there are very few decisions taken by the previous government that I would wholeheartedly support, but that was certainly one of them. 

