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NIPP-Related Activities and Events
2008 Chemical Sector Security Summit
The National Infrastructure Protection Plan (NIPP) Sector Partnership Model provides 
a mechanism for government and private-sector partners to network and share 
information. One example of this is the 2008 Chemical Sector Security Summit, 
co-sponsored by the Chemical Sector-Specific Agency within the Department of 
Homeland Security (DHS) Office of Infrastructure Protection (IP) and the Chemical 
Sector Coordinating Council (CSCC).  

A three-day event held in Bethesda, MD on July 21–23, the Summit provided a forum 
for attendees to exchange information and ideas as well as network with other security 
professionals. According to Timothy Scott, Chair of the CSCC, “The Security Summit 
was an excellent example of the continuously improving partnership between DHS 
and the private sector. The information and topics were timely, and the speakers were 
experts in their areas.”

Participation in this year’s Summit matched attendance levels of the first Summit, held 
in June 2007, with more than 400 attendees representing a broad range of the chemical 
stakeholder community, including:  

-
structure and key resources (CIKR) sectors.  

Almost 75% of the participants were from the private sector with the remainder from 

The Summit allowed chemical industry partners the opportunity to ask specific 

process and gain insight into the role of different agencies and departments involved 
in the many facets of chemical security. Topics generating the most interest from 

Smaller breakout sessions addressed topics in detail, including State and local issues, 
cybersecurity, and freight rail security, and provided opportunities to attend several 
software demonstrations. 

DHS Infrastructure Security Compliance Division (ISCD) staff members were on-hand 
to explain the procedure for entering facility data into the Security Vulnerability 
Assessment (SVA) tool. DHS hopes this tool will facilitate submission of security 
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Chemical Security Awareness Training Program. This is a voluntary program using instruction modules that simulate real-world 
scenarios for interactive learning. It is designed to increase security awareness in chemical facilities nationwide with the potential for 

about this program or to request access, send an email to ChemicalSector@dhs.gov.

Other highlights of the 2008 Summit included a Keynote Address by DHS National Protection and Programs Directorate (NPPD) 
Deputy Under Secretary Scott Charbo and a Luncheon Address by Assistant Secretary for Infrastructure Protection Robert B. Stephan.  
Both senior DHS officials highlighted the successful voluntary programs created as a result of the public-private partnership and 
encouraged participants to continue their efforts in the future. In closing the Summit, Assistant Secretary Stephan advised the 
audience to continue supporting the partnership to demonstrate the many benefits that can be realized through a voluntary program 
that complements a regulatory framework.   

DHS Prepares for National Cyber Security Awareness Month in October
October 2008 marks the fifth anniversary of National Cyber Security Awareness Month. The Department of Homeland Security 
(DHS) is responsible for safeguarding our Nation’s critical infrastructure from physical and cyber threats that can affect our national 
security, public safety, and economic prosperity. As called for in The National Strategy to Secure Cyberspace, Priority III, DHS is 

awareness campaign, to empower all Americans – businesses, the general workforce, and the general population – to secure their 
own parts of cyberspace.” 

DHS leaders kick off the Month at an October 2nd event with the National Cyber Security Alliance. Senior DHS leaders will be 
traveling around the country speaking to audiences about the importance of cybersecurity and the Department’s accomplishments 
and goals. They will also raise awareness about cybersecurity, the importance of enterprise risk management, the role of partnerships 
in safeguarding the Nation’s cyber infrastructure, as well as urge all Americans to safeguard their networks and computers at home, 
school, and in the office. 

Through the NIPP framework, DHS leads a comprehensive effort to improve the resiliency of our Nation’s critical infrastructure 

with information technology systems and computer networks for essential operations. Therefore, preparing your customers, your 
employees, and your systems to be vigilant of the cyber threat is essential to reducing cyber risks. Together, these activities will also 
enhance strong public-private relationships and facilitate coordination within and across all 18 CIKR sectors.  

to better secure your cyber assets, networks, and systems. Below are some practical cybersecurity activities your organization can 
implement to raise awareness:

passwords.

 
commitment to cybersecurity. 

 
employee-gathering places.  Print and post cybersecurity tips near your computer in a prominent location.

 
 

organization’s home page.

Through the Alert System, you can receive timely information about current cybersecurity problems to protect home and office 
computers. This information includes weekly bulletins with summaries of new vulnerabilities, patch information when available, and 
tips on common security topics, such as privacy, email spam, and wireless protection.
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Infrastructure Protection Office Holds First Web-based Seminar 
Webinar aimed at educating DHS partners about links between NRF and NIPP 

and government partners. Based on the first of these events, which drew more than 300 participants on August 26, there is a keen 
level of interest. This seminar was designed to educate participants about the linkages between the Critical Infrastructure and 

(NIPP)—two documents used in responding to and preparing for disasters. 

The initial seminar, entitled “Engaged Partnerships for Disaster Response,” covered the roles of the public and private sector during 
disasters. “The ability of our Nation to prepare for, respond to, and recover from hurricanes, tornadoes, floods, or other natural 
disasters or terrorist attacks, depends on a strong, vibrant and sustained partnership between government and the private sector, 
which owns and operates the vast majority of our critical infrastructure,” said featured speaker R. James Caverly, Director of the IP 

the engaged partnership.”

The 2008 CIKR Learning Series continues through the fall, with additional seminars designed to provide CIKR owners and 
operators and other partners with current information about the tools, latest trends, issues and best practices in the infrastructure 
protection arena. The upcoming fall schedule includes:

 
http://www.dhs.gov/xprevprot/programs/editorial_0827.shtm

Important News for the Sectors
Cyber Storm II Exercise Yields Significant Benefits
The Department of Homeland Security’s National Cyber Security Division conducted the Nation’s largest and most comprehensive 
cybersecurity exercise on March 10-14, 2008.  The exercise simulated a coordinated, large-scale cyber attack on four of the Nation’s 
critical infrastructure sectors – Chemical, Communications, Information Technology, and Transportation Systems (rail/pipeline). The 
participation of these sectors was coordinated through the Information Sharing and Analysis Centers, Sector Coordinating Councils, 

from within the U.S., and four international partners. Throughout the planning process, exercise planners from the public and private 
sector collaborated to design a comprehensive scenario that allowed participants to better understand the interdependencies of 
physical and cyber infrastructure and to achieve their individual 
organizations’ goals to improve cybersecurity and cooperation 
during a crisis.  

The scenario was based on organizational and sector exercise 
objectives drawn largely from existing security policies, 
vulnerability assessments, and risk profiles. Players were challenged 
to respond to diverse threat vectors including simulated significant 
Internet disruptions that impacted several top-level domains, thus 
making Internet access difficult and sometimes impossible. On 
top of that, players experienced a widespread telecommunications 
disruption that caused unreliable telephone service across the 
country.  

Cyber Storm II highlighted the growing importance of cybersecurity 
to each of the Nation’s critical infrastructure sectors. The exercise 

(more)
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strengthened the ability of participating organizations to prepare for, protect against, and respond to the effects of cyber attacks.  

Since the conclusion of the exercise, players have been involved in a series of After Action Conferences to capture insights and 
findings.  One of the biggest findings validated in the exercise was the importance of having established relationships within the 
cybersecurity, emergency response, and homeland security communities. The exercise also demonstrated that coordination and 
information sharing have significantly improved since Cyber Storm I through formalized processes taking maximum advantage of 

be included in a complete After Action Report to be released later this year. 

 
http://www.dhs.gov/xprepresp/training/gc_1204738275985.shtm.

New PCII Program Materials Provide Additional Guidance for Government Partners  
All recipients of Protected Critical Infrastructure Information (PCII) are responsible for ensuring that PCII is properly safeguarded. 

developed a series of informational materials to reinforce procedures explained in the PCII computer-based and instructor-led 
trainings. The PCII Program Best Practices Series helps PCII recipients understand the policy and procedural requirements necessary 
to receive, handle and safeguard PCII, by providing additional guidance on:

The Department of Homeland Security established the PCII Program and developed implementing regulations in accordance 
with the Critical Infrastructure Information (CII) Act of 2002. The PCII Program protects CII that owners and operators of critical 
infrastructure and key resources voluntarily share with the government. Information validated and marked as PCII is protected 

civil litigation. Additionally, PCII cannot be used as the basis for regulatory action. 

Information regarding the submission process, access requirements, safeguarding procedures, and required PCII regulation 
statements is available on the PCII Program web site at www.dhs.gov/pcii.  

Contact the PCII Program Office at pcii-info@dhs.gov or (202) 360-3023 to request a copy of the Best Practices Series or for more 
information on the PCII Program.  

Maritime Security Risk Analysis Model Supports Risk Assessment  
and Resource Allocation  

annually. The model provides commanders at all levels – from Captains of the Port to senior DHS leaders – with risk information 
to support tactical, operational, and strategic decisions to strengthen infrastructure protection and reduce the risk of terrorism 
along the Nation’s navigable waterways.

a vast array of diverse assets and systems. MSRAM is designed to identify, evaluate, and prioritize critical infrastructure, key 
resources, and high-consequence transits and events across sectors, using a common risk methodology, taxonomy, and metrics to 
measure security risk at the local, regional, and national levels. (more)
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Since 2006, MSRAM data have been used to identify those ports at highest risk to support the distribution of Port Security 

are then prioritized by the sector commander based on national priorities, cost-benefit analyses, and risk mitigation potential as 
determined by MSRAM.

MSRAM data to focus resources on those facilities determined to be at greatest potential risk of terrorist attack. By focusing 

unintended consequences and undue burdens on industry.

terrorist materiel from foreign countries into the United States via its ports of entry, a challenge requiring multinational and multi-
agency cooperation and collaboration. This program, called MSRAM PLUS, will support analysis of this aspect of the terrorist 
threat, beginning with overseas components in the commercial shipping system and following them into the United States.

MSRAM has proved to be less expensive and more expedient than other programs and, while it is currently designed to assess 

department-wide to support the strategic missions of prevent, protect, respond, and recover. 

Assessing risk and focusing resources effectively to support policy, strategy, regulations, forces, and local tactical actions is a 

attention from many quarters, including 12 States and 5 other countries.

C.Downs@uscg.mil, LT David Dixon at 
David.D.Dixon@uscg.mil,

U.S. Department of Defense Receives PCII Accreditation
The Protected Critical Infrastructure Information (PCII) Program recently accredited the Department of Defense (DoD) as part of an 
information-sharing partnership to enhance DoD’s critical infrastructure information (CII) collection efforts.

Under the CII Act of 2002, information submitted voluntarily and validated as PCII is protected 

local disclosure laws, and from use in civil litigation.  

into its data-collection processes, which will further enhance its information-sharing initiatives 
with the private sector. 

The PCII Accreditation Program enables DoD to access CII it may not otherwise have for homeland 
security purposes. In addition to DoD, the Nuclear Regulatory Commission (NRC) and a component 

have access to PCII through the PCII Accreditation Program. Illinois and South Dakota are the most recently accredited States. 

PCII accreditation process. Accreditation helps ensure government entities maintain stringent PCII safeguarding and handling 
requirements. The PCII Program encourages all government entities with information-collection needs to consider participating in 
the PCII Accreditation Program.

PCII-info@dhs.gov or visit www.dhs.gov/PCII. 
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> NIPP Resources Available for Security Partner Use
The free on-line NIPP training course is available at http://training.fema.gov/EMIWeb/IS/crslist.asp (enter course number IS-860).  
The NIPP trade show booth is also available for sector use. Please contact NIPP@dhs.gov for information on NIPP PMO participation 
and/or exhibition at an upcoming sector event or to schedule one of the growing cadre of trained speakers who can be deployed to  
sector events to speak on CIKR issues. 

> Implementation Success Stories
The NIPP PMO continues to seek NIPP and/or SSP implementation success stories from the sectors to be shared with other security 
partners. Please submit any suggestions or brief write-ups to the NIPP PMO at NIPP@dhs.gov.

> NIPP Newsletter 
The NIPP Newsletter is a product of the NIPP PMO and NIPP security partners are welcome to submit input. If you have any  
questions about the Newsletter or would like to submit information for inclusion in upcoming issues, please contact the NIPP PMO  
at NIPP@dhs.gov. Recipients of this newsletter are encouraged to disseminate it further to their security partners.


