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Executive summary  
 
The number of ATMs in Europe  is raising  every year. ATMôs can increasingly  be found  in many 
remote site locations other than banks, such as convenience stores, airports, petrol stations, 

airports, rail way stations, department stores and so on. With the rise in the number of ATMs in 
Europe there has also been a significant rise in the total number of reported ATM crimes with the 
total losses reaching EUR 485.15 million in 2008. Organised  crime is behind many of these attacks 
and the recession is seen as a likely driver of this increase. As a result, the ATM industry has placed 
the safety of users and protection against fraud as a high priority  in order to help protect userôs 
confidence  in the system.  

 
Thi s white paper aims to provide a set of recommendations to raise user awareness about the 
different types of risks faced when using an ATM, along with advice on how to identify and counter 
them. ENISA believes that increasing user awareness of the risks is the first line of defence when 
tackling ATM crime, and can result in a significant reduction in ATM attacks and fraud. Citizens need 
education and guidance on what they can do to reduce these risks, by taking the necessary 
precautions when using an ATM, su ch as shielding their PIN when entering it, and by being alert to 

any signs of tampering or suspicious activity at an ATM.  

 
ATM crime is constantly evolving, as are the countermeasures required to control it.  This document 
can not cover all risks associat ed with the use of ATMs, nor can it offer complete advice on how to 
safely use them. This document should instead be seen as a useful and necessary starting point to 
increase overall user awareness of the issues they face when using ATMs, both within the E uropean 
Union and elsewhere in the world, of data security and industry good practices. ENISA is committed 

to providing educational information to ATMôs users about potential vulnerabilities and urges further 
information and advice are provided nationally in EU Member States by banks, financial institutions, 
payment schemes and law enforcement agencies.  
 
This document does not cover any matters relating to legal requirements for the installation, 
operation, and maintenance of ATMs, for the processing of ATM  transactions or for the movement 

and dispensing of bank notes.   
 
Lastly, this document does not provide any advice or guidance with regard to the suitability, 

availability and effectiveness of any systems or devices that can be used to prevent or deter at tacks 
on ATMs.  
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ATM  

A definition  

 
An automated teller machine (also known as an ATM or Cash Machine), is a computerised device 
that provides the customers  of a financial institution  with the ability to perform financial transactions  

without the need for a human clerk  or  bank teller .  
 
Most modern ATMs identify the customer by the plastic card  that the 

customer inserts into the ATM.  The plastic card can contain a magnetic 
stripe  or a chip  that contains a unique card number and some security 
information, such as an expiration date and  card validation  code (CVC). 
Authentication of the user is provided by the customer entering a 
personal identification number  (PIN).  
 
When using an ATM, customers can access their bank accounts  in order 

to make cash  withdrawals (or credit card  cash advances) and can check 
their account balances as w ell as purchasing mobile phone prepaid credit, 
paying bills and so on.  

The use of ATM machines: the European overview  

 
In 2008, t he European ATM Security Team (EAST) estimated that there were 383,951 ATMs in 
Europe and more than 1.5 million ATMs around the  world ( 1). Seventy - two percent of the  total 
number of European ATMs is  located in five countries: UK, Spain, Germany, France and Italy. The 
total number of European ATMs has increased by 6 % from the previous year.  
 

 

         Figure 1: European ATM numbe rs. Source: EAST & EPC.  

                                                
( 1) https://www.european -atm -security.eu/Welcome%20to%20EAST/  
According to an EAST poll relating to the use of ATMs, which was conducted in May/June 2009, 49 % of the 
respondents had a basic knowledge of likely risks and threats but needed more informatio n, while 14 % of the 
respondents were unsure of the risks and threats and would value guidance in how to identify them.  

http://en.wikipedia.org/wiki/Customer
http://en.wikipedia.org/wiki/Financial_institution
http://en.wikipedia.org/wiki/Financial_transaction
http://en.wikipedia.org/wiki/Clerk
http://en.wikipedia.org/wiki/Bank_teller
http://en.wikipedia.org/wiki/ATM_card
http://en.wikipedia.org/wiki/Magnetic_stripe
http://en.wikipedia.org/wiki/Magnetic_stripe
http://en.wikipedia.org/wiki/Integrated_circuit
http://en.wikipedia.org/wiki/Personal_identification_number
http://en.wikipedia.org/wiki/Account
http://en.wikipedia.org/wiki/Cash
http://en.wikipedia.org/wiki/Credit_card
https://www.european-atm-security.eu/Welcome%20to%20EAST/


 

11  

ATM crime: Overview of the European situation and 
golden rules on how to avoid it  

ATM crime and its financial impact in Europe  
 
With the growth in the number of ATMs there has also been dramatic growth in ATM crime. A recent 
report released by EAST says that in 2008, fraud related ATM crimes in Europe jumped 149%  when 

compared with the previous year. According to the report, this increase in ATM fraud is linked 
primarily to a dramatic increase of so -called ATM -skimming attacks. During 2008, a total of 10,302 

skimming incidents were reported in Europe.  However more  disturbing are recent reports of attacks 
that are leveraging readily available and advanced malware  (2)  that has infected the ATM networks 
and ATMS themselves.  
 

According to the same report, 
physical attacks on users of 
European ATMs have fallen by 29 
% mainly because of a decrease in 
the number of reported robberies. 
However cases of ATM physical 
attacks against the ATMs 

themselves have risen by 32 %. 
While the cash losses for such 
attacks are lower than other ATM 
crimes, these attacks continue to 

remain  of great concern to the 
industry.  
 

Figure 2: ATM related fraud attacks by number  of incident s 2008 (full year) .  
Source: EAST & EPC  
 
Despite the dramatic increase of incidents, the actual losses due to fraud increased only 11 % when 
compared to the previo us year. The losses due to ATM fraud were still significant and a total loss of 
almost EUR 500 million was reported last year despite the countermeasures taken in all European 
Countries. Figure 3 shows the loss breakdown in more detail.  
 

Of this loss near ly EUR 400 
million was due to international 
losses, which is the result of 

fraud committed outside 
national borders by criminals 
using stolen card details. 
These losses are mostly 

occurring outside Europe 
primarily due to the rollout of 
EMV ( 3) technology in Europe.  
 
 
 
 
 
       Figure 3: ATM related fraud attacks by total reported losses  

     2008 (full year) . Source: EAST & EPC  

                                                

( 2) Malware is software that is designed to infiltrate or damage a computer system without the owner's informed 

consent . 
( 3) EMV is a st andard for interoperation of IC cards  and capable POS terminals  and ATM's, for a uthenticating 
credit  and debit card  payments. The name EMV comes from the initial letters of Europay , MasterCard  and VISA , 
the three companies which originally cooperated to develop the standard.  

http://en.wikipedia.org/wiki/IC_card
http://en.wikipedia.org/wiki/Point_of_sale
http://en.wikipedia.org/wiki/Automated_Teller_Machine
http://en.wikipedia.org/wiki/Credit_card
http://en.wikipedia.org/wiki/Debit_card
http://en.wikipedia.org/wiki/Europay_International
http://en.wikipedia.org/wiki/MasterCard
http://en.wikipedia.org/wiki/VISA_(credit_card)
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Estimated losses worldwide  

 
The U.S. Secret Service estimates that annual losses from ATM fraud totalled about USD 1 billion or 
USD 350,000 a day in 2008.  
 
In 2007, the cost of credit and debit card  fraud in the UK soared to a record high of GBP 535 million. 

APACS reported that card fraud increased by 14 % in 2008 to almost GPB 610million. ATM specific 
fraud increased by 31 % and a ccounted for GBP 45.7million in losses in 2008.  

Among recent incidents worldwide  
 

Cases of ATM crimes  continue to occur globally. Incidents have been reported not only in Europe but 
also in Asia -Pacific, the Americas, Africa, Russia and the Middle East. So me examples include :  
 

V USD 500,000 were stolen from an Australian bank using a skimming device attached to an 
ATM in Melbourne ( 4);  

V Devices capable of scanning bank and credit cards details were placed on cash machine 
outside a supermarket in UK ( 5);  

V Ten AT Ms were used to clone cards and steal more than USD 1 million from banking 

accounts in Melbourne ( 6);  

V USD 500,000 were stolen from more than 250 victims in Staten Island by placing cameras 
directly onto the ATM keypad and filming victims typing in their PI N codes ( 7) ;  

V Around 4,000 pages of data containing Cypriot credit cards were found on a computer 
belonging to thieves ( 8).  

Types of ATM  crime  

A definition  

 
ATMs are attractive to criminals because they provide direct access to currency, bank notes, and in 
some cases even userôs personal information which can be used for identity theft. While an ATM may 

contain a significant amount of currency, bank cards themselves can give thieves access to 
customersô bank accounts which can easily exceed the value of the money contained in a single ATM. 

A stolen card, provided that the PIN has also been obtained, can be used by criminals to withdraw 
money from a bank account until the daily withdrawal limit is reached, or the card is blocked by the 
issuer. While thieves co ntinue to attack ATMs and the currency they contain, they have increasingly 
focused on ways to collect bank card information and expand their gains.  
 
 

                                                
( 4) óATM scam nets Melbourne thieves $ 500,000ô, 24 March 2009, available at 
http://www.atmmarketplace.com/article.php?id=10808 (last visited on 20 April 2009) . 
( 5) óShoppers are targeted in ATM scamô, BBC News, 11 March 2006, available at 
http://news.bbc.co.uk/2/hi/uk_news/england/tees/4796002. stm  (last visited on 20 April 2009).  
( 6) óAustralian police suspect Romanian gang behind $ 1 million ATM scamô, 14 April 2009, available at 
http://www.atmmarketplace.co m/article.php?id=10883  (last visited on 20 April 2009).  
( 7) óATMs on Staten Island rigged for identity theft; bandits steal $500Gô, 11 May 2009, available at  
http://www.nydailynews.com/news/ny_crime/2009/05/11/2009 -05 -
11_automated_theft_bandits_steal_500 g_by_rigging_atms_with_pinreading_gizmos.html#ixzz0J8qBVdar&D  
( 8) óATM scam targets hundreds of credit cardsô, New Europe, issue: 793, 4 August 2008, available at 
http://www.neurope.eu/articles/89221.ph p (last visited on 20 April 2009).  

http://news.bbc.co.uk/2/hi/uk_news/england/tees/4796002.stm
http://www.neurope.eu/articles/89221.php
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There are three basic types of ATM attacks:  

 

V Attempts to steal a customerôs bank card information; 

V Comput er and Network attacks against ATMôs to gather bank card information; 

V Physical attacks against the ATM.  

Theft of customerôs bank card information  

 
The main focus of ATM crime is the theft of the data stored on the bank card. Until recently bank 
cards used a magnetic stripe to store information to identify the customer and a PIN code to 
authenticate them and allow them to perform transactions at an ATM.  Unfortunately the magnetic 
stripe information is simple to copy and counterfeit.  As a result thieves have focused on methods of 
collecting this information.  

 
This weakness has been partly addressed by the introduction in Europe of EMV smartcards (also 
known as Chip  and PIN cards or Chip cards). According to EAST, 90 % of European ATMs are now 
EMV compliant.  
 
 

European ATM % EMV Compliance (As at 31st December 2008)
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         Figure 4: European ATM % EMV compliance. Source; EAST & EPC.  

 
While these cards also have magnetic stripes, the magnetic stripe alone is not sufficient to allow a 
transaction to take place at an ATM with a card reader that has been modified to r ead an EMV Chip 
(unless the card issuer allows su ch a transaction takes place). Thus counterfeit copies of these EMV 
cards cannot be used to withdraw cash from EMV compliant ATMs.   
 

As most of Europe will have EMV compliant cards by the end of 2010, this m eans that criminals will 

have to use counterfeit cards outside of Europe and in cou ntries where ATMs do not have E MV 
compliant ATMs. Until that time, however the threat of counterfeit bank cards still exists.  
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Card Skimming  
 
This is when the card magnetic stripe details and PIN are captured at the ATM by a modified card 
reader known as a skimming device. The skimming device is placed on the ATM in such a way that 
disguises its presence but allows it to capture the information on the magnetic stripe of the c ard and 
the input of the customerôs PIN. The customer inserts their card into the ATM that has been modified 

with a skimming device, performs a normal transaction, and retains the card. The customer leaves 

the ATM unaware that their card has been compromis ed. The captured information is then used to 
produce counterfeit cards for subsequent fraudulent cash withdrawals. The customer will only 
become aware of the fact when unauthorised cash withdrawals/transactions are made from their 
bank account. Because the  skimming devices are very sophisticated, and often difficult to detect, 
multiple cards are compromised.   
 
Several different methods are used by criminals to do this, and the PIN is obtained either by the 

usage of a small spy camera, or by a PIN pad overla y (false PIN pad). Increasingly blue  tooth  
wireless technology ( 9) is used to transmit card and PIN details to a laptop at a remote location. This 
information can then easily be sent anywhere in the world to allow the fast production of counterfeit 
cards.   

Typical methods used to skim cards  

 
A small skimming device placed over the mouth of the card reader (or a false panel over the card 
reader), with a fake PIN pad overlay (or a small spy camera) to capture the PIN.  
 

 

Figure 5: Image is Courtesy of EAST  

 

  Figure 6: Image is Courtesy of EAST  

                                                
( 9) Blue tooth technology enables electronic devices to communicate with each other by using a short - range radio 
link.  
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A complete false front panel is placed over 

the fascia of the  ATM.  

 

   Figure 7: Image is Courtesy of EAST  

A skimming device placed in a card reader 

designed to open the door of a bank lobby 
(typically the camera u sed to collect PINs will 
be located above the ATMs in the bank 
lobby).  

 

Figure 8: Image is Courtesy of EAST  

Skimming devices can also be mounted 
beside the normal ATM card slot with a sign 
that says, "slide card here first.", although 
this is not so comm on in Europe .  

 

Figure 9: Image is Courtesy of Naples Police Department  

 

Fake ATM m achines  
 
Criminals have been know n to place fake ATM machines in and around shopping centres and other 
public locations. These look like real ATM machines, and some have ev en been known to dispense 

cash . All cards used at these machines are copied, and the PIN information is obtained from the PIN 
pad. As these machines are not connected to a network, the criminals can place them anywhere 

there is a power source.  
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Recent ATM s kimming incident  

 
In April 2009, a 33 -year -old Microsoft employee, who lives in New York City, stopped in the closest 
Chase bank to get some cash to pay his barber. When he inserted his ATM card in the machine, he 
noticed a bit of resistance. The screen sa id the machine was unable to read his card. So he tried 
again. But a second time, the machine gave 
him an error message.  

He was about to give up and try another 

machine, when a thought popped into his 
head. He had heard a bout devices that 
fraudsters attach to the outside of card 
readers on ATM machines and, though it 
seemed unlikely, wondered if that was the 
source of his problem. He tried to pull on the 
green plastic surrounding the card slot and 

found that it peeled righ t off. Behind an extra 
mirror attached to the machine, he also 
found a hidden camera positioned right over 
the key pad, to capture the PIN codes as 
victimôs type them in (10 ).  

 

Card trapping  
 
This is when a card is physically captured by the ATM combined wi th any number of methods used to 
capture the customerôs PIN. When the customer leaves the ATM without their card, the card is 
retrieved by the thieves and used to make fraudulent cash withdrawals or to make other purchases 
(either in store, telephone, or o nline). Typically only one card is lost in each attack. The criminals 
have to withdraw the whole device each time a card is trapped, although recently a card trapping 

device has been seen that can stay in place for a period of time and that allows removal of trapped 
cards without the removal of the device.  
 
The most common varian t is known as ñLebanese Loopò. Thieves place a device fitted with a loop of 
tape, wire, or strong thread over  an ATM card reader. This allows a card to be inserted and read by 
the A TM, but not returned. The criminals obtain the PIN by watching the user entering the PIN 
(shoulder -surfing), and retrieve the card after the victim has left the ATM under the impression that 

the card has been retained by the ATM for other reasons.  
 
There a re multiple techniques used to capture the customerôs PIN including the use of video 
cameras, offering advice and distracting the customer while they input their PIN. Another variant of 
card trap is known as the Algerian V . 
 

Distraction theft or ómanualô skimming 
 
This is similar to card trapping, the difference being that instead of a trap capturing the card it is 
actually removed from the card reader by the criminals.  Having observed the entry of the PIN, a 
group of criminals distract the user and cancel the transaction. While two criminals keep the user 
busy (often by dropping a bank note and asking the user if belongs to the user) another criminal hits 
the stop key and takes the cust omer's card.  When the user turns back to the ATM they are informed 

that the ATM is faulty and will not return their card.  

 

                                                

(
10

) http://abcnews.go .com/Technology/Business/story?id=7434509&page=1  

 

  Figure 10 : Skimming incident.  

http://www.atmsecurity.com/terminology-7.html#_blank
http://abcnews.go.com/Technology/Business/story?id=7434509&page=1
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Shoulder surfing  

 
This is a method used by criminals to obtain a PIN, typically when trapping cards, or when stealing 
cards by distr action theft.  Standing behind the victim, a criminal reads the PIN as it is entered and 
either memori ses it, writes it down, or enters it straight into a mobile phone.  
 
Leaving transaction óLiveô 

 

This when a criminal completes an uncompleted transaction after the victim has left the ATM. This is 
typically done by making the victim believe the ATM is out of order while they are in the middle of a 
transaction, or any other means of moving the victim away from the ATM while in the process of 
withdrawing fund s.   

A recent incident in the USA  

 
Two men robbed unsuspecting customers of USD 1800 in cash within half an hour of stealing their 
ATM cards in the middle of a transaction. In one of three known robberies, police believed the 
criminals walked less than two metres to a neighbouring ATM and withdrew USD 900 in three 
separate transactions, all before the victims made it into the bank to cancel their card.  On another 
occasion, the pair stole USD 900 through credit card transactions and cash withdrawals within ha lf 

an hour of stealing a bank card.  

  
Police believe the first offender watches a bank customer enter their PIN into the machine and keys 
it into a mobile phone. The second offender then distracts the customer by dropping a USD 20 note 
at their feet and ta pping their shoulder, while the first offender steals their card as it is  ejected from 
the ATM. The stolen card is used in another machine, leaving the ATM customer to wonder why the 
machine has not returned  his card ( 11 ).  

Cash trapping  
 
Criminals fix a device to the cash -
dispensing slot, causing notes to get 
stuck inside when customers attempt to 
do a withdrawal. The customer leaves 

assuming that the machine is out of order 

or goes inside the bank to report the 
incident and the thieve s return to retrieve 
the notes.  

Computer and n etwork  a ttacks  

 
The Internet provides world -wide access 
and connectivity. It provides each of us 
access to individuals around the globe. It also provides thieves with access to systems and people. 
This threat manifests itself the same way.  
 

Network attacks against ATMs  
 
ATMs communicate with the banking systems through a network connection.  Some of these 
connections use private networks and proprietary network protocols but more often these 

connections now occur via the Internet  and using standard network protocols . Thieves will use 

                                                
( 11 ) Robinson G., ôBondi banks scam: ATM alertô, The Sydney Morning Herald , October 2008, available at 
http://www.smh.com.au/news/national/bondi -banks -scam -atm -
alert/2008/10/09/1223145514492.html?sssdmh=dm16.338950  (last visited on 2 July 2009).  

 

Figure 11:  Image s are Courtesy of EAST  

http://www.smh.com.au/news/national/bondi-banks-scam-atm-alert/2008/10/09/1223145514492.html?sssdmh=dm16.338950
http://www.smh.com.au/news/national/bondi-banks-scam-atm-alert/2008/10/09/1223145514492.html?sssdmh=dm16.338950
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computer programs  (malware)  to attack the ATM in order to gain access through a software or 

computer flaw.  Once they have gained access to the ATM, the thieves wi ll install software that 
collects card information and PINs.  An ATM that has been compro mised is not physically recognis able 
from one that has not and often users will be unaware of the danger.  
 
Viruses and malicious s oftware  
 

ATMs often now use publically  available operating systems and off the shelf hardware and as a result 

are susceptible to being infected with viruses and other malicious software.  The malicious software is 
injected into the ATM through network attacks, or through other infected devices.  Once installed on 
the ATM, the malicious software will collect card information and PINs.  

Recent incident  

 
I n April 2009, ATMs in Russia were discovered to have been infected with sophisticated malware . 
The malware was able to not only collect card details but also the PIN.  While one specific ATM 
vendorôs machine was successfully targeted, intelligence reports received in March indicated 
attempts were made to infect other vendors ATMs ( 12 ).  
 
Phishing  

 

Fraud and scams using mail communication have existed for many years.  With the advent of email 
and the Internet this scam has quickly spread worldwide and earned the name ñPhishingò. Phishing 
scams are designed to entice the user to provide the card number and PIN for their bank card. 
Thieves will send an email representing them as a bank and claiming that your account information 
is incomplete, or that the user needs to update their acc ount information to prevent the account 
from being closed. The user is asked to click on a link and follow the directions provided.  The link 

however is fraudulent and directs the user to a site set up by the thieves and designed to look like 
the userôs bank. The site directs the user to input sensitive information such as card numbers and 
PINs. The information is collected by the thieves and used to create fraudulent cards, withdraw funds 
from the userôs account and make purchases. 
 
PIN cash - out attacks  

 
Thieves use sophisticated programming techniques  ( 13 )  to break into websites which reside on a 

financial institution's network.  Using this access, the thieves access the bank's systems to locate the 
ATM database.  The thieves collect card numbers, and if neces sary, alter the PIN for the cards they 
are planning to use.  The thieves then sell the cards and their data to other thieves.  Those thieves 
create ATM cards using the stolen information, and use the cards to withdraw cash from the 
accounts. The original thi eves usually receive a percentage of the proceeds.  

Recent incident  
 
During January and February 2008, the US Secret Service has revealed that they were investigating 
two breaches -  one against OmniAmerican Credit Union and the other against Global Cash Car d. In 

April and May of 2008, it is also known that there were breaches of this nature against Symmetrex, 
a transaction processor, and 1st Source Bank. Symmetrex cards were used by MetaBank. Actual 
losses of more than USD  4 m illion were experienced just by those brands ( 14 ).  

                                                
( 12 ) http://www.atmsecurity.com/monthly -digest/atm -security -monthly -digest/atm - fraud -and -security -digest -
march -2009.html  
( 13 )  Thieves use SQL injection techniques.  
( 14 ) http://garwarner.blogspot.com/2009/03/bank -hackin g-exposed -analyzer -affadavit.html  

http://www.atmsecurity.com/index.php?searchword=malware&ordering=&searchphrase=all&option=com_search#_blank
http://www.atmsecurity.com/monthly-digest/atm-security-monthly-digest/atm-fraud-and-security-digest-march-2009.html
http://www.atmsecurity.com/monthly-digest/atm-security-monthly-digest/atm-fraud-and-security-digest-march-2009.html
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Physical ATM a ttacks  

 
ATM physical attacks are carried out with the intention of gaining access to the cash within the ATM 
safe or the ATM security enclosure. Some of the most common methods include ram raids, explosive 
attacks (gas and n on-gas) and cutting (e.g. rotary saw, blow torch, thermal lance, diamond drill). 
Robbery can also occur when ATMs are being replenished or serviced. Staff are either held up as 
they are carrying money to or from an ATM, or when the ATM safe is open and cas h cassettes 

replaced.  

Security implications  

What happens when a customerôs details have been captured? 

 
Once criminals have captured card numbers and PINs, the information can be used in any number of 
ways. The details from compromised cards can either be used to make withdrawals from the 
customerôs bank account, or the card details can be used to make purchases in retail outlets, over 
the Internet or over the telephone.  Counterfeit credit and debit cards can be made for use by other 

individuals.  
 

The crimi nals normally operate in highly organised gangs and can be acting on behalf of larger 
criminal syndicates. There has been a recent upsurge in criminal gangs coming from overseas to 
carry out such deception.  

Risks and threats  

 
Summarising the potential risk s and threats that citizens could face following a successful ATM crime 
is a significant task. This is mainly because a successful ATM crime may not only result in 
unauthorised access to a victimsô bank account but it could also equip the criminal with the 
information and tools to commit a broader variety of offences ranging from simple impersonation 

frauds to more complex identity related frauds such account take over.  
 
This is perhaps best illustrated by considering the growing range of services that are available via 
the typical ATM served bank account. If, for example the details of your debit card were 
compromised together with the PIN, the criminal may then have the ability to access, not only funds 

from your account but they could potentially perform a range of account management functions 

specifically directed at the commission of further offences.  
 
As a result, the number of risks and threats are almost infinite, however at the highest level there 
are two broad categories of risks and threats to be c onsidered.  
 
The first risk category centres around more immediate  forms of attack such as note traps, the 
Lebanese Loop where the victimôs bank card is immediately obtained by the criminal, or direct 

physical attacks on either ATM users or the ATMôs themselves for example pick pockets or ram raids.  
 
The second risk category is focused on longer term  damage and is arguably the most prevalent due 
to the broad range of attack signatures. This type of crime invariably results in the subsequent 
exploitation of the information and identity of the victim although there are also often primary gains 
such as immediate access to funds. A range of frauds including identity theft, account takeover and 

extortion may result and for the victim, apart from the financial los ses, there are often undesirable 

impacts such as impaired credit ratings or adverse court judgements.  
 
Looking ahead , ATM crime is likely to become even more attractive to the criminal, as the types of 
services and products that are delivered via the lates t generation of ATMôs continue to develop and 
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evolve. As well as increasing numbers of ATMôs being designed to take a variety of different types of 

deposit for example cash and cheques, many are now being used to dispense other products which 
will also be attractive to the criminal, such as postal stamps. In these circumstances it is reasonable 
to expect that the variety of attacks will also keep evolving and ATM crimes in all their different 
forms will continue to be a cause for concern thus making the nee d for public awareness all the 
greater.  

Security implications for ATM cardholder s 

 
ATM fraud has become more technically sophisticated and criminals have found new and innovative 
ways of withdrawing money from cash accounts using fake or counterfeit cards with real cardholder  
data on them. Although the criminalsô methods of getting to the money have become more advanced 
technically, the issues for the cardholder s are still the same as they were when ATM fraud first 

became a major issue.  
 
The main aim for ac count holders is to keep their money safe in the bank.  Information s ecurity has, 
for too long, been focusing on technical solutions to maximise protection. With regard to ATM 
security incidents over the recent years, the human element has increasingly attr acted more 
attention. Cardholder s must be aware of the risks they are exposed to and how to prevent fraud 
occurring, or what to do to minimise the damage should their card details fall into the wrong hands.  

ATMs are used by criminals both to gather card i nformation and to fraudulently withdraw money 

from customer accounts. Cardholder s must constantly be aware of both issues when using their 
cards, when observing people withdrawing money, and when checking their own bank statements . 
 
Card protection  
 
Cardh older s must be aware of the risk to their cards, and also of how they can help to prevent 

money being withdrawn fraudulently from other cardholder sô accounts.  
 
The first sign of something not being quite right is 
when a cardholder  visits the ATM.  It is i mportant 
for cardholder s to be aware of their surroundings; 
to stand close to the ATM and shield the key pad to 

avoid anyone seeing them enter their PIN. The 
best way for cardholder s to protect their own card 

and card details is to be alert when using an A TM. 
For example, using the same ATM regularly will 
make cardholder s aware of how the ATM should 
look and to observe normal, expected behaviour. 
Should there be anything unusual with the 

machine, cardholder s must ensure that they donôt 
use the machine and n otify their bank of their 
observations and suspicions.   
 
Personal protection  
 
If cardholder s see suspicious behaviour around ATMs, then it is important that they immediately 

notify the bank if possible. It is important that they never try to further invest igate a suspicious 
looking ATM or one that is not behaving as expected; fraudsters are often close by, and may try to 
intervene, should anyone start to investigate the ATM more closely. There are examples of situations 

where ATM cardholder s have been physi cally assaulted when trying to find out what may be wrong 
with the machine. Be aware of other people around the ATM; if you see someone is behaving 
suspiciously or it feels uncomfortable to be using an ATM, then pass your suspicions and 

observations on to the bank and use another ATM.  
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Protecting your PIN  

 
Fraudsters use many different methods to get to card details, and the first line of security to protect 
cardholders from being defrauded is to ensure nobody knows the PIN. When fraudsters get to know 
the P IN they can easily get to the money. ATMs do not have the same security measures all over the 
world, and it is a good rule for cardholders to change their PIN every time theyôve been abroad. 
Fraudsters will also try the PIN they have to access accounts on other cards, so a good rule is always 

to have a different PIN for different cards.  

 
ATM card details and the Internet  
 
Another way of gaining access to personal banking and authentication details e.g . PIN numbers is via 
the Internet. Once this information  is obtained duplicate cards can be produced. Phishing incidents, 
where cardholder s receive an email asking them to click on links and provide bank and personal 
details, are on the increase. The emails often come from sources that look legitimate, because the 

fraudsters have found very sophisticated ways of simulating correspondence between cardholder sô 
banks such that it may sometimes be difficult to spot a fraudulent message. A good rule is never to 
click on hyperlinks received by email asking to confirm bank details. Another good rule is to use 
good anti -virus and firewall software on the PC used for Internet banking.  
 
Other security precautions  

 
Another security precaution might be to investigate the use of rechargeable banking cards that have 
limit ed am ounts of money put on them . This  will prevent the fraudsters from withdrawing a huge 
sum of  money that a cardholder may have deposited  in a bank account.  
 
Moreover, c onsumers should also be vigilant  when providing bank details  over  the phone  as 
someone nea rby may be listening in. Always try to find a quiet area when contacting your bank 

using the phone.  
 
To enable to spot a fraudulent withdrawal, a cardholder  should regularly check his  bank transactions 
and account balances.  
 
Keep the bankôs emergency number at hand  
 

The fraudsters will try to withdraw money as quickly as they technically can, after they have gained 
access to card details and PIN numbers. It is important to notify the bank and sometimes the local 
law authorities as quickly as possible afte r a cardholder suspect s that his  PIN and/or card details 
have been disclosed, to enable the bank to put a block on the account(s) thus preventing fraudulent 
withdrawals. Keeping the bankôs emergency line details always to hand is crucial; remember that 
wit h when a card has gone missing, the emergency number will also be lost if it is not written it 

down somewhere safe. Also, find out which number to call from abroad, as the number used at  
home may not work from a hotel switchboard . 
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