Surveillance Detection for Commercial Infrastructure Operators, Safety and Security Staff Course
TARGET AUDIENCE:

Training is intended for security managers, security/safety staff, managers, supervisors and operators of Critical Infrastructure/Key Resource facilities identified in the National Asset Database (NADB) and others as directed or designated by DHS Protective Security Coordination Division (PSCD).
Attendance is open for law enforcement personnel as they provide the interdiction component to any SD program.  However the majority of the students should represent personnel assigned to CI/KR.  PSCD also sponsors a SD training designed specifically for law enforcement personnel, Surveillance Detection for Municipal Officials, State, and Local Law Enforcement
SCOPE:

This 3-day Surveillance Detection (SD) course provides a guideline for mitigating risks to critical infrastructure through developing, applying, and employing SD protective measures by developing a SD plan.  Instructors explain how this protective program can be applied to detect and deter potential threats to critical infrastructure and key resources (CI/KR) as well as the fundamentals for detecting surveillance activity. Students apply skills such as Vulnerability and Red Zone Analysis, Surveillance Detection and Observation and Reporting during practical exercises throughout the course.
Students attend classroom seminars for each module of instruction, modules of instruction incorporates practical hands on learning exercises to reinforce concepts and skills taught. The course culminates with a capstone exercise where students, working against role players, detect surveillance using the methods and techniques learned throughout the course, detect and accurately report surveillance activities related to a designated facility.  Each day of instruction is a full day.  Students are given a lunch break, which varies in time depending on daily activities.  
COURSE GOAL:
Provide students with the knowledge to develop a Surveillance Detection Plan.

COURSE OBJECTIVES:
1. Employ fundamentals of Surveillance Detection related to a facility.

2. Develop an actionable Surveillance Detection plan.

3. Report observations with necessary details to aid security officials in their efforts.

INSTRUCTOR TO STUDENT RATIO FOR ALL MODULES: 
2:25
PROGRAM EVALUATION STRATEGY:
A training evaluation model is used to monitor program effectiveness. A Level 1 exit questionnaire is used to capture participants “reaction” to training.  A Level 2 pre and post assessment is used to compare/contrast entry to exit level knowledge.
STUDENT/PARTICIPANT RESOURCE REQUIREMENTS:
Student Handout

Pen/Pencil
Paper

TRAINING GUIDANCE:
This training via Mobile Training Teams (MTT) will be conducted at requesting agencies locations (federal, state, local government), regional training centers or private/commercial facilities.  This course is free to participants; DHS provides funding for the instructors and the instructors’ travel.  Students will need to provide their own transportation, lodging and per diem if necessary for attending the training.  Each training session should have a minimum of 25 participants. Public and private organizations may request the training; however, entities that will receive first priority are those that are identified in the National Asset Database (NADB). 

The course can be conducted at a specific facility or a benign location.  Public and private organizations that wish to have this training in their state/locale must provide the training venue and the trainees (including room and board if applicable). Adequate space needs to be provided to support students, instructors and classroom instruction.  Instructors can provide an overhead projector and other instructional support material. A location/facility/building will also be required to support practical exercises.

The intent of the course is to enable student to develop a SD plan for a critical infrastructure.  A location, facility or building is required to conduct the necessary practical exercises in developing a SD plan.  The venue chosen should have sufficient public access to adequately support realistic practical exercises.       

You can have representatives from one facility and the law enforcement community or representatives from several facilities across one sector or across several sectors.  The advantage of conducting the training for a specific site, with only site representation, is they will have an 85% completed SD plan for their specific facility upon the conclusion of the course.  This works well if you have a specific site you believe is vulnerable and would like to enhance immediately.  I prefer the mixed group (cross sector) because students will learn techniques and best practices from across sectors.  This also facilitates dissemination of course material (developing a facility surveillance detection plan) to multiple facilities.
LOGISTICS:

The training venue must have the capacity to accommodate classroom instruction and facilitate outside exercises for the entire number of students, observers, role players and instructors.  Classroom facilities must provide electrical outlets to support PowerPoint presentations.  The instructors can bring a projector and support materials, butcher block, whiteboard, markers but it is preferred for the host to provide these materials.  Role players will also be required to support the final practical exercise.  Instructors will contact the PSA and or site representative to discuss the details concerning logistic for the course and arrive the day prior to prepare for the first day of class.  Once a venue point of contact is determined, contact should be made with the training providers John Curry by telephone at 804.338.4009 or email at jcurry@armorgroupamerica.com , Carl Estep 540.287.8868 or email carlestep@msn.com or Brad Simmons by telephone at 804.785.9027 or email at bsimmons@armorgroupamerica.com to finalize logistic requirements.  
TRAINING PROVIDERS COMPANY INFORMATION:
http://www.armorgroup.com/servicesTraining.asp

ADDITIONAL INFORMATION AND/OR QUESTIONS:

For more information about these Surveillance Detection courses, please contact Shawn O’Reilly by telephone at (703) 235-5754 or via email at shawn.oreilly@dhs.gov or Dennis Sill at (703) 235-5779 or via email at dr.sill@dhs.gov.

